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Introduction

In 2019, the Department of Personal Data Protection (Jabatan Perlindungan Data Peribadi) ("JPDP")
conducted a regulatory review of the Personal Data Protection Act 2010 ("PDPA") and issued a Public
Consultation Paper on Review of the PDPA ("Public Consultation Paper") containing proposed
amendments to the PDPA. In the Public Consultation Paper, the Personal Data Protection
Commissioner ("PDPC") identified 22 aspects where the PDPA should be amended, taking into
consideration various emerging issues on personal data protection that impact both data users and data
subjects as well as comparative provisions from personal data protection regulations abroad.

In our previous Client Update, we have provided an overview of the proposed amendments as set forth
by JPDP in the Public Consultation Paper.

As a follow-up to the said update, we wish to highlight further updates on the proposed amendments
under the Public Consultation Paper, pursuant to a recent conference organised and conducted by
JPDP ("Conference"), where representatives of JPDP have stated that JPDP has further shortlisted the
proposed amendments to the PDPA and have submitted the same to the Attorney General's Chambers
of Malaysia for further review. According to JPDP, they are aiming to table the finalised
amendments in Parliament in October 2022. In the said Conference, they announced the five major
finalised amendments which had been shortlisted and approved by the relevant ministries.

Pursuant to the updates provided by JPDP during the Conference, this Update seeks to provide a brief

summary of the shortlisted amendments to the PDPA, as well as their potential implications on the
existing personal data protection practices of data users.

Proposed Amendments that have been Shortlisted

(1) Appointment of a Data Protection Officer

As the PDPA currently stands, there is no provision in the Act which obliges data users to appoint
a Data Protection Officer ("DPO"). A DPO is essentially the designated person in a company who
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is responsible to oversee the overall data protection strategy and implementation within the
company.

JPDP indicated that this requirement has been shortlisted as one of the five proposed amendments
to the PDPA. Specifically, JPDP is proposing that all data users appoint at least one DPO for each
entity that is subject to the PDPA. However, to aid those entities that might not have sufficient
internal resources to achieve this mandatory DPO requirement, JPDP also proposes to allow the
appointment of a third party to fulfil such service (e.g. by outsourcing such function to a legal firm).

JPDP further clarified that there is no requirement or expectation for the DPO to be a personnel
with legal background, although they do acknowledge that it is the typical practice of large data
users to have a specialised legal team that manages all personal data protection matters. However,
this is not a requirement and hence, would not be expected. Additionally, JPDP also stated that the
DPO appointed will be the person responsible for liaising with JPDP in respect of any complaints,
queries, and enforcement matters.

In view of this, JPDP advises all data users to immediately commence the recruitment and training
process for the personnel who will be appointed to carry out the role of the DPO.

Data Breach Notification

The requirement for data users to report personal data breaches to JPDP has also been shortlisted
as one of the five proposed amendments to the PDPA. JPDP confirmed that the threshold period
currently proposed to fulfil the notification requirement is 72 hours from the detection of the
suspected data breach. The timeframe of 72 hours is deemed to be sufficient for data breach
victims to undertake the necessary immediate actions to remedy or mitigate the situation, and for
the entity making the breach notification to gather all the information required for such notification.
JPDP, however, has yet to disclose the specific types of breaches that would count as naotifiable
breaches pursuant to this particular amendment, as well as the parameters to consider in identifying
these breaches (e.g. the materiality threshold such as number of data subjects affected;
consideration as to whether serious harm would be occasioned to the affected data subjects
pursuant to the breach; whether confirmed or suspected breach would warrant notification to be
made).

Data Processor
The third amendment proposed to be shortlisted by JPDP relates to the expansion of the scope of

the application of the PDPA to data processors. JPDP remarked that this requirement is particularly
important considering the rising trend in the use of third-party data processing services by data

© Christopher & Lee Ong | 2 CHRISTOPHER & LEE ONG |



CHRISTOPHER &LEE ONG

RAJAH &TANN ASIA

Client Update: Malaysia LAWYERS

2022 AUGUST K&Vg\%

ASIA
Technology, Media and Telecommunications & Data Protection

users, and the increasing number of data breaches which continue to arise in Malaysia (some of
which are attributed to the default or omission of the data processors).

Interestingly, JPDP stated that many government agencies also adopt the same approach of
outsourcing their data management activities to third party data processors, and as both the
Federal Government and the State Government fall outside the ambit of the PDPA, JPDP seems
to be of the view that it is particularly important for it to have the power to enforce the PDPA vis-a-
vis the relevant data processors instead. As such, this expansion of scope should certainly be
welcomed.

(4) Data Portability

Data portability is a concept that gives data subjects the right to obtain and reuse their data for
other purposes across different services, particularly the right to access their data in a structured,
machine-readable format which can be transferred from one data user to another to obtain services.
An example of data portability is the transfer of a data subject's e-mail from one online e-mail
provider to another, or from one medical service provider to another. JPDP confirmed that this
proposed amendment has also been shortlisted for October 2022, although no further details have
been announced in relation to the specifics of this amendment.

Nevertheless, this proposed amendment is expected to have a positive impact on data subjects by
allowing them to switch services with less concern of losing their data. However, this will be a major
cost for local and regional data users as they will need to expend resources to enable data
portability across the relevant services, in order to ensure continued compliance with the law.

(5) Transfer of Personal Data to Places Outside Malaysia

JPDP also confirmed that the proposed amendment in respect of replacing the "white-list" regime
under section 129 of the PDPA with a "black-list" regime has been shortlisted for October 2022.
Under the black-listing regime, data users will generally be allowed to transfer personal data to
other countries (subject to compliance with certain minimum criteria stated in the amended PDPA
or its regulations), save for jurisdictions that have been specifically black-listed by the Minister.

Additionally, JPDP also briefly touched on the introduction of an approval requirement in relation
to the storage of personal data outside Malaysia, although no further details on the same were
disclosed.

In addition to these principal amendments which have been shortlisted for October 2022, JPDP has also

indicated that several minor amendments had been approved by the relevant ministers, and would be
tabled in Parliament together with the said principal amendments.
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With regard to the proposed amendments, the Minister of Communications and Multimedia, Minister
Annuar Musa, has confirmed during a recent parliamentary reply that the amendments have been
submitted to the Attorney General’'s Chambers. The Minister has also confirmed that the proposed
amendments relating to the appointment of a DPO and the mandatory breach naotification requirement
will be included in the proposed amendments to the PDPA.

Conclusion

Although these shortlisted proposed amendments to the PDPA remain subject to the approval of
Parliament and subject to the timelines of the Government of the day, it is suggested that all data users
set in motion the relevant socialisation within their organisations and commence preparations for
implementation of the necessary operational measures in view of the incoming PDPA amendments.

Should you require any clarification regarding the proposed amendments to the PDPA, or any other

matter pertaining to personal data protection, please feel free to reach out to us through any of the
Christopher & Lee Ong partners listed hereunder.
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Contribution Note

This Client Update is contributed by the Contact Partners listed above, with the assistance of |li Syazwani Shairi
(Associate, Christopher & Lee Ong) and Yu Xin Yi (Associate, Christopher & Lee Ong).
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Rajah & Tann Asia is a network of legal practices based in Asia.
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Rajah & Tann Myanmar Company Limited
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Member firms are independently constituted and regulated in accordance with relevant local legal requirements. Services provided by a
member firm are governed by the terms of engagement between the member firm and the client.

This update is solely intended to provide general information and does not provide any advice or create any relationship, whether legally
binding or otherwise. Rajah & Tann Asia and its member firms do not accept, and fully disclaim, responsibility for any loss or damage which

may result from accessing or relying on this update.
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Christopher & Lee Ong is a full service Malaysian law firm with offices in Kuala Lumpur. It is strategically positioned to service clients in a
range of contentious and non-contentious practice areas. The partners of Christopher & Lee Ong, who are Malaysian-qualified, have
accumulated considerable experience over the years in the Malaysian market. They have a profound understanding of the local business
culture and the legal system and are able to provide clients with an insightful and dynamic brand of legal advice.

Christopher & Lee Ong is part of Rajah & Tann Asia, a network of local law firms in Cambodia, China, Indonesia, Lao PDR, Malaysia,
Myanmar, the Philippines, Singapore, Thailand and Vietnam. Our Asian network also includes regional desks focused on Brunei, Japan
and South Asia.

The contents of this Update are owned by Christopher & Lee Ong and subject to copyright protection under the laws of Malaysia and,
through international treaties, other countries. No part of this Update may be reproduced, licensed, sold, published, transmitted, modified,
adapted, publicly displayed, broadcast (including storage in any medium by electronic means whether or not transiently for any purpose
save as permitted herein) without the prior written permission of Christopher & Lee Ong.

Please note also that whilst the information in this Update is correct to the best of our knowledge and belief at the time of writing, it is only
intended to provide a general guide to the subject matter and should not be treated as a substitute for specific professional advice for any
particular course of action as such information may not suit your specific business or operational requirements. It is to your advantage to
seek legal advice for your specific situation. In this regard, you may call the lawyer you normally deal with in Christopher & Lee Ong.
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